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On August 2, the US Department of State updated its worldwide terrorism warning for the first time
since 2019 – terrorist groups around the world may be actively planning attacks on US interests. This
follows news on July 31 that the leader of a major terrorist organisation was killed during a military
operation in Afghanistan.

My flight is tomorrow, what does this all mean?

For starters, no new airspace warnings have been issued due to the recent events. But it is equally
important that operators (especially N-registered ones) heed the information that is already out there.

This comes from a combination of FAA SFARs, KICZ Notams and Background Information notes.

In the most dangerous airspace, the FAA bans US operators at all levels. In which case, the decision to
overfly is an easy one because it has already been made for you. You just can’t do it.

But it’s not always that clear cut. Risk may be present, but not enough of it to justify closing entire pieces
of airspace. So the FAA carries out assessments and decides on what precautions operators should take to
stay safe.

This is where the lines start to get a little blurry because these assessments take time, and security risks
can evolve more quickly than the papers can be signed. In other words, what was safe yesterday may not
be safe today.

And so operators may need to re-evaluate their exposure to known risks, based on what is happening right
now. With that in mind, here are some hotspots US aircraft are permitted to overfly that we think deserve
a second look.

https://ops.group/blog/new-us-terrorism-warning/
https://ops.group/blog/new-us-terrorism-warning/
https://travel.state.gov/content/travel/en/traveladvisories/ea/worldwidecaution.html


Iraq

Back in October, the FAA lifted its long running Notam barring US operators from entering the
ORBB/Baghdad FIR. The SFAR is now in effect, meaning overflights are technically okay provided you stay
above FL320. But just because you can, doesn’t mean you should.

Militant groups are active throughout the country and are known to have access to anti-aircraft weaponry.
The have also have a proven track record of targeting US interests in the country. Scour through the
OPSGROUP archives and you’ll see report after report of rocket, drone and mortar attacks on
ORBI/Baghdad along with other regional airports.

Our advice hasn’t changed – avoid overflights at all levels if possible. Although the eastern airways UM860,
UM688 and UL602 are frequently used and considered safe options by some major carriers.

Militant groups have been known to target aviation assets in Iraq – like this empty aircraft that was
damaged by a missile attack at ORBI/Baghdad in January this year.

See: SFAR 77, Background Info Note.

Mali

The FAA currently advises US operators to use extra caution if overflying Mali below FL260. The
main issue is the ever-fragile security situation on the ground. The FAA cites extremist or militant groups
that may actively target civil aircraft with various weapons.

https://ops.group/blog/us-faa-allows-iraqi-overflights/
https://safeairspace.net/iraq


And things seem to be getting worse. On July 29, the US Embassy ordered the urgent departure of non-
emergency US Government employees due to the risk of terrorism. Which is a warning sign for us that
these risks may be escalating.

See: KICZ Notam A0009/22, FAA Background Information.

Somalia

The FAA currently allows US operators to overfly the HCSM/Mogadishu FIR above FL260. It’s
important to remember though that the security situation on the ground there is unstable – especially
since a controversial election back in April.

Terrorist groups are active in the country, and may have been motivated by recent events. These groups
have a proven track record of targeting civilians and aviation interests. In June this year news broke that
several local carriers were considering suspending flights over security concerns onboard aircraft and at
airports.

There is also currently an active trial of Class A airspace throughout the Mogadishu FIR, which means
Somalia may be seeing higher numbers of overflights than normal. The problem is that emergencies and
diversions may put aircraft at risk, especially US-registered tail numbers.

The entire HCSM/Mogadishu FIR currently has Class A coverage – the problem is security if an aircraft
needs to divert.

See: SFAR 107, KICZ Notam A0028/19.

https://ml.usembassy.gov/the-travel-advisory-for-mali-has-been-reissued-with-updates-to-u-s-government-restrictions-on-personnel/
https://safeairspace.net/mali
https://crisis24.garda.com/alerts/2022/06/somalia-airline-operators-association-threatens-to-suspend-all-domestic-flights-effective-june-19-due-to-security-concerns
https://ops.group/blog/somalia-joins-the-a-team/
https://safeairspace.net/somalia


Egypt

Back in March the FAA lifted its airspace warning for the HECC/Cairo FIR. It previously advised
operators to stay above FL260 over the Sinai Peninsula – in the east of the country dividing the Red Sea
from the Med.

The issue was the presence of extremist groups who may attempt to target civil aircraft. It’s not clear what
improvements led to the warning being lifted, but other countries have kept theirs in place – including the
UK and Germany.

Recent events have proven that all is not well. An attack in Western Sanai in May this year was one of the
most significant in the past two years – and was a clear indicator that terrorist groups are still active in the
region. If they have been motivated by the happenings in Afghanistan, this may put aircraft at renewed
risk.

The UK and Germany warn operators to avoid overflights of the Sinai Peninsula below FL260

Where else to look.

As things change, airspace warnings get updated. For US operators the starting point is here – it contains
everything officially put out by the FAA.

There’s also safeairspace.net – our conflict zone and risk database. The OPSGROUP team keeps this
updated as new information comes to hand. You can view a global risk briefing by clicking here.

https://safeairspace.net/egypt
https://www.aljazeera.com/news/2022/5/7/egyptian-soldiers-killed-in-clash-near-suez-canal
https://www.faa.gov/air_traffic/publications/us_restrictions/
https://safeairspace.net
https://safeairspace.net/summary/
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Aviation has always been a reactive industry – because it needs to be.

Over time, forces beyond our control have continued to influence the way the industry moves forward and
the way we operate.

For the past eighteen months, our reactive energies have been focussed primarily on one thing – a global
pandemic. But it is important that we continue to react to other changes too – particularly when it comes
to security, and the types of threats that we face are evolving.

As the industry begins to recover from Covid and press on into the decade, here are some of the biggest
security threats that it will face.

Operating Near Conflict Zones

While the lines between aviation and politics are often blurry, they undeniably intersect. The point is that
regardless of which side we choose to take, we continue to operate aircraft over or in close
proximity to active conflict zones. Which means risk.

The past eighteen months have shown that conflicts can erupt with very little warning in busy flight
corridors and with significant dangers to the aircraft flying above them.

This was the case last year in Azerbaijan, where almost all west/east bound airways were closed by
the conflict below. Only months ago, Israel’s Tel Aviv FIR was heavily affected by widespread rocket
attacks while just this week, Afghanistan’s Kabul FIR has been left with no ATC services following an
overwhelming Taliban offensive.

Things can change quickly and the problem isn’t going away in a hurry.

https://ops.group/blog/beyond-covid-the-biggest-security-risks-we-face-right-now/
https://ops.group/blog/beyond-covid-the-biggest-security-risks-we-face-right-now/
https://ops.group/blog/armenia-azerbaijan-airspace-risk/
https://ops.group/blog/israel-airspace-risk/
https://ops.group/blog/faa-issues-emergency-order-for-afghanistan/


But perhaps more concerning is that the aviation system relies on the sharing of information to keep
us safe up there (and ICAO Annex 17 demands it). But practically speaking, concerns remain over
inadequate government intelligence sharing, especially in states involved with conflicts.

Until things change, reliable risk assessments will remain a challenge firmly on the shoulder of operators –
and these will rely on timely, unbiased and accurate information. As we have often seen, that can be
very hard to get.

Terrorism

Unfortunately, aviation will continue to be a target for terrorism.

While security at airports remains tight, the challenges of breaching it have led terrorist groups to develop
new ways of targeting aviation interests. While large-scale attacks the likes of 9/11 seem more far-fetched
with today’s protocols, there is a renewed interest by terrorist groups in attacking so-called ‘soft targets’ –
primarily aircraft in flight or airports with poor security infrastructure.

To make matters worse, non-state actors and large terrorist organisations (such as ISIS and Al Shabaab)
are encouraging smaller groups or even just lone-wolf individuals to attack by proxy, which makes the
threat difficult to prevent. These attacks don’t need obvious leadership, and can be accomplished by low-
tech means. Weapons such as rockets, mortars and man portable air defence systems (MANPADS)
are of particular concern.

Recent events at ORBI/Baghdad Airport serve as a good example, where multiple rockets were found
stashed on nearby rooftops overlooking the airport.

Civil Unrest

In the past eighteen months, we’ve seen countries around the world suddenly erupt into periods of civil
unrest. While beyond the realm of airspace warnings and Notams, the effects on crew safety on the
ground can be dramatic.

While strikes and peaceful demonstrations can cause little more than inconvenience on the airport
commute, it is when things get violent that the danger emerges.

Two examples spring to mind this year where the security situation on the ground changed rapidly and
without warning.

The first is Myanmar where in February a military coup saw nationwide protests. Clashes with military
police eventually turned violent with mass civilian casualties in the capital, Yangon. Disruptions continue
there to this day.

The second is South Africa last month where a political and legal dispute led to widespread rioting and
looting and became the worst violence that South Africa had experienced in many years.

Given the abundance of uncertainty that seems to characterise the modern world, it seems naive to
believe that civil unrest is going anywhere in a hurry. Recent events have shown that even away from
airports, aviation professionals continue to be at risk.

Cyber Threats

While the aviation industry has developed a strong track record of security practices from physical threats,
it has struggled to keep pace with digital ones.

Studies have revealed some alarming numbers. EASA for instance have reported an average of one

https://ops.group/blog/assessing-the-risk-operations-over-conflict-zones/
https://ops.group/blog/rumbles-over-riyadh-a-new-threat/
https://www.reuters.com/world/middle-east/rockets-hit-near-baghdad-international-airport-no-casualties-2021-04-22/
https://ops.group/blog/no-atc-for-overflights-in-myanmar-following-military-coup/
https://www.bbc.com/news/world-africa-57996373
https://avlaw.com.au/cyberattacks-aviation-industry/


thousand reported cyber on attacks on airports every single month, while systems at airports in
Israel fend off up to three million attempted breaches per day.

Unlike other industries, aviation is particularly vulnerable to cyber-attacks because the consequences can
be so catastrophic. Successful attacks could literally cost lives.

Only two things are needed to open the doors to a cyber attack: a vulnerability and a pathway. We’re
heavily reliant on countless connected systems that have to operate in real-time and with super-high
reliability. Many of them are safety-critical, and they have to be protected.

Have a ponder for a moment about just how far that rabbit hole can go. Here’s a few suggestions just to
get you started: Primary radar, secondary radar, EFBs, ADS-B, GNSS, Datalink, ACARs, even Fly-By-Wire.
Heavy, heavy hitters in the safety game. This is before we even go down the road of the pilotless aircraft.

As technology continues to improve our efficiency and make our jobs easier, it is also opening gateways
for those with malicious intent. Aircraft are becoming smarter and more connected, but arguably also more
vulnerable to attack.

The challenge in years to come will be how to protect these critical systems, or at least limit the
impact when they are attacked.

Human Trafficking

The unlawful act of transporting people around the world in order to benefit from their labour or exploit
them in other ways continues to be a global phenomenon. Particularly when they are suffering from
economic hardship.

Recent studies have shown that as many as 700,000 people become the subjects of human
trafficking every year, with reports from over 127 countries worldwide. It is aviation that is often the
vehicle for this malicious trade. These unfortunate people are often travelling with forged or stolen
documents, and may be under duress from the people they are travelling with.

It’s an ongoing problem. ICAO itself is directly involved in efforts to address it through better training and
an understanding of where in the world the worst hotspots are. However it is likely to remain a threat to
aviation security for many years to come.

Threats to aviation security aren’t new, but our reaction to them needs to be.

Moving forward our response to security in the industry must continue to evolve to meet the
threat, regardless of what other industry pressures we find ourselves under. Undeniably, our safety and
that of our passengers will depend on it.

https://www.icao.int/safety/airnavigation/OPS/CabinSafety/Pages/Trafficking-in-Persons.aspx

