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ICAO Doc 10084, if you have not come across it, is a sixty plus page document looking at ‘Risk Assessment
for Civil Aircraft Operation Over or Near Conflict Zones'. Important stuff.

But despite manuals and procedures, regulations and recommendations telling us how to watch out for,
assess, mitigate and manage the risk of conflict zones, there remains a much bigger and more significant
risk to safety because of conflict zones.

So, what is this risk, and more importantly, what can we do about it in the aviation community?
Information

The huge hindrance to maintaining safety does not lie just with the SAMs themselves. It lies with
information - the quality, quantity, reliability and promulgation of it. The result is that risk
assessments are fundamentally flawed, understanding is limited and critical information does not reach
those who need it.

So, there are four big points that need considering when we look at conflict zones and their impact on
airspace safety:

1. The Bigger Question - A risk assessment is much more than just asking “Is there a weapon
down there?”

2. Rules alone do not change the behavior of states - Information from states is critical, but
it is often not shared, or not shared very well.

3. Are we actively seeking information, or simply waiting for it to come our way? - The
safety process does not stop at the state level, it continues (should continue) dynamically with
operators and with the pilots, so understanding the situation is important.


https://ops.group/blog/assessing-the-risk-operations-over-conflict-zones/
https://ops.group/blog/assessing-the-risk-operations-over-conflict-zones/

4. How can we do better? - Individuals and the industry have a responsibility to ensure
information and strategies are shared.
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1. The Bigger Question

The bigger question is to do with how risk is assessed, and it is a complex process even when
information is available.

ICAO Doc 10084 lays out the risk assessment process. It's an interesting read and worth taking a few
minutes to think about because understanding the background to conflicts and what the key factors at
play are is the only way for safety strategies and risk assessments to continue, and continue they should -
it does not stop when a Notam is released.

The process is dynamic and needs to continue with the operator and the pilots too.
What are the key factors in a risk assessment?

First up, what are we actually talking about here? Long-range Surface-to-air missiles (SAMs) can reach
aircraft cruising in excess of 25,000ft (7600m). They are often linked with radar sensor systems to help
identify targets, and are mobile and easily and quickly relocated.


http://safeairspace.net
https://store.icao.int/en/risk-assessment-manual-for-civil-aircraft-operations-over-or-near-conflict-zones-doc-10084

Russian mobile SAM

So we need an assessment of what danger these pose to airlines and airplanes, and this means we need to
know who has them (the capability) and also their intent (who or what do they plan to target).

But it is not that simple. Where there is intent, there is not always capability; and as importantly, where
there is capability there is not always intent. The Iranian shoot down is a clear example of this. So we
also need to consider the unintentional risks as well.

The questions asked look something like this:

e [s there use of military aircraft in combat roles or for hostile reconnaissance (including
unmanned aircraft)?

e Are aircraft used to transport troops into the area and do these routes coincide with civil air
corridors, or lie close and so pose a risk of misidentification between civil and military
aircraft operating in the area?

e What are the politics relating to the region?

e What are the training levels of SAM operators and what is the military deployment of SAMs?
How reliable and credible is the information shared by the state regarding this?

e [s there a lack of effective air traffic management over the relevant airspace? Is the state
fully in control of their own territory and do they fulfil all their ATC, coordination and
promulgation (of information) obligations?

Do civil aircraft route pass over or close to locations or assets of high strategic
importance or which may be considered vulnerable to aerial attack in a conflict situation?


https://ops.group/blog/uia-flight-752-iran-military-shot-down-plane-after-chain-of-errors/

) Culle_r:lmn of !'Elevant 1
information
+ WHAT IS GOING ON?
+ Does il invalve capability?
Threat arralysis + Does it involve intention?
CAM THE INFORMATION BE VERIFIED?

* What do the sources know?

+ = Whal ars cther operators/sendice providers
doing?
No
Yes -
! 3 -

Mitigating actions

¥
Ly Hazard Identification WM! are tha unintended consequances of the security miligation measures?
i 'Iﬂra'l I5 the oparational expssure o unintended consequences of conflict zones?
Hazard No
exists?
= Whal can be done with the funclional systems: operations, inance, environment, safely,
securily, elc.?
» What can hurt the aparator/sarvice provider?
+ How can it hurt the operatorfsarvice provider?
Safety risk assessment + How much doas it hurt the operator'service provider?
‘ STRENGTHEN THE OPERATIONS
» Operational - Salaty
Mitigating actions - R
» Enviranmantal « Ele.
Cease operation | Ng
¢ orsirengthen Risk level
mitigafion acceptable? Datermine the accaptabla risk leval in accordance with the appropriate State's avarsight authodty
aclions
—_— Continue operation

The Risk Assessment cycle is worthless if Point 1 - the collection of relevant information - is flawed

But, the risk continues beyond this initial assessment because we also have to identify any ongoing
consequences of an event. If a major airport is targeted, the impact is not only with the initial damage - if
that initial damage is to the ATC systems required to maintain control and separation of aircraft then now
we have reduced safety in the airspace and a much larger level of disruption.

So, we must think about the overall severity, and with that the tolerability of an infrastructure or operation.
We are asking both ‘What can it hurt?’ and ‘How much it will hurt?’

This assessment, according to the ICAO document, is thrown into a matrix and churns out a ‘Risk Level’
which leads to the actions taken.



Safety risk
Safety risk index range description Recommended action

Take immediate action to mitigate the risk or stop the
activity. Perform priority safety risk mitigation to engune
additional or enhanced preventative controls ane in place
to bring down the safety risk index to tolerable.

INTOLERABLE

Can be tolerated based on the safety risk mitigation. It

TOLERABLE may require management decision lo accept the risk.

Acceptable as is. No further salely risk mitigation

ACCEPTABELE racuired

The Matrix for Recommended action

Sounds simple, but there is one key point here -

This info is not easy to come by. It is rarely reliable, and there is a qualitative narrative that makes it
very subjective. The information has to be promulgated from states.

Which leads us to Point Number 2.

2. Rules do not change the behavior of a state....

States are responsible for sharing info on hazards, on what mitigation strategies they have in place, and
the assessed impact of the strategies they adopt.

This often does not happen, or it does not happen well. Look at Ethiopia/Tigray region situation -
misleading Notams and no guidance from the Ethiopian authorities led to Opsgroup issuing our own
warning regarding the situation.

Further to that, ICAO only mandated the reporting of hazards in notices to pilots since 2020, and some
states are still failing to do so.


https://ops.group/blog/tigray/

Sir/Madam,

1. I have the honour to address you as the appropriate State Authority of aircraft operator(s),
which may use the airspace under the authority of the Republic of South Sudan.

2. I draw your attention to the possible existence of serious risks to the safety of international
civil flights operating within the Khartoum Flight Information Region (FIR) over the territory of
South Sudan, below flight level (FL) 245, and arriving at or departing from Juba International Airport
(HSSJ).

3. Information received by the International Civil Aviation Organization (ICAO) from a
variety of sources indicates that there has been a disruption to air traffic services and related supporting
services within the above-mentioned airspace without the benefit of adequate contingency arrangements
being in place. Your attention is specifically drawn to the lack of suitably qualified air traffic control
personnel, the non-promulgation of aeronautical information concerning out of service or withdrawn
navigation equipment and the necessary mitigation arrangements, coordination irregularities with adjacent
area control centres, and inadequate air-ground communications.

4. ICAO, therefore, holds grave concerns for the overall safety of international air traffic and,
consequently, you are strongly urged to use this and any other pertinent information to assess flight safety
risk in the airspace under the authority of South Sudan.

5. Please be assured that the primary objective of ICAO remains the safety and security of
international civil aviation. ICAO continues to actively coordinate with the authorities concerned on
matters, which could impact flight safety, and will notify you of any significant developments.

Letter issued by ICO highlighting concerns in South Sudan

3. People are not seeking information, they are waiting for it to come their
way

This is why SafeAirspace was created.

Information is not being shared well and risk assessments are fundamentally flawed because the
information on key factors is simply not available or reliable most of the time.

What's more, people are rarely questioning whether the information they received was reliable, accurate
or complete. Few proper risk assessments are taking place because those responsible are waiting for the
information to come to them, and without a proper risk assessment, mitigation strategies are not
sufficient, and are not being passed on to those who need them - the pilots.



TIGRAY CONFLICT ZONE

— wm - NOVEMBER 2

[ KHARTOUM FIR
SUDAN
YEMEN

] sanaa FIR

&

\ .
b A.__ l
Gt Gondar JCTT DJIBOUTI
i
F amp S yoam | Djibeuti Ambeul
A8 Addis Ababa

c . SOMALIA

=0 MOGADISHU FIR

/
= e A

[IXIXY Aoois FIR

SOUTH SUDAN

- M Warzone activity A Waypoint
A ¥ :1 . Rocket attacks Airway
\ s T o —

RISK  Airway too close
to conflict zone

LZZIH wAlRoBI FIR OPS 4

KENYA
web: safeairspace.net
email; airspace@ops.group

The information we provide on SafeAirspace

What is the Operator’s continued role in the process?

Every operator is responsible for continuing the risk assessment. It is not enough to simply direct crew to a
Notam. Ensuring crew have a full briefing on the threat and any mitigation strategies is important.

e Emergency and abnormal procedures should be considered in advance. Take
Mogadishu airspace where only flights on specific airways over the water are allowed. What is
the strategy here in case of an engine failure or depressurization? If you operate over this
region, you should have access to this information.

e Operators are also responsible reviewing fuel requirements - ensuring additional fuel is
provided for potential diversions around conflict zones.

e If aircraft will be operating into conflict zones, then a review of MEL items which can be
deferred is a good call - can the aircraft get out again without requiring maintenance or
fueling?

What is the pilot’s continued responsibility in the process?

The information and strategies we see at the operations end are things like these:

e Coordination between military authorities, security and ATS units
* Briefings of personnel

e Identification of civil aircraft by military units

* [ssuance of warnings and navigation advice

¢ Air Traffic Restrictions


https://safeairspace.net/somalia/
https://safeairspace.net/somalia/

e Closure of Airspace

But this does not mean the full risk has been removed. Understanding this, understanding how the
situation got to this point, and understanding the risk assessment and safety management that has taken
place is vital because the process now continues with you, the pilot, and this a fundamental step in
continuing to manage safety.

e The Crew, and the Commander of the aircraft are responsible for the safety of the aircraft and
the passengers. Of course, we all know that, but if you are given a Notam saying “this airspace
ain’t great, maybe avoid it” and then you fly through it, where does the responsibility of
your operator end and yours begin?

e Reading notams, the AIPs, AICs, and being aware of the threats of the airspace you might be
asked to operate into is vital. More than that, ensure you are aware of any mitigation
strategies required.

¢ Pre-prepare for diversions and know where you can safely go. Some diversions might
take you through prohibited airspace so if you are operating in the vicinity of some, have a
route ready in box two so you can easily avoid airspace when you need to.

Be aware of security threats and hazards on the ground, in advance.

Consider the serviceability of aircraft equipment before you go - critical equipment
would be communication systems, and those required to ensure military units can identify
them as civilian;

e Have an awareness of the potential political implications if diverting into some regions
with certain nationalities onboard. If you divert there, what will happen to your passengers
and crew, and why?

Report things. Keep the information loop going.



Send in AirportSpy reports on hazards and security concerns

4. How can we do better?

Aeronautical info from states and authorities is your first point of call. AICs, AIPs and Notams are going to
contain info on advisories, restrictions and recommendations.

If you are an FAA operator, then the FAA put out KICZ notams and this page has all the current ones for
airspace.

Networks and organizations such as us here at OPSGROUP try to share relevant and up-to-date
information on airspace, conflicts and the risks that are out there.

Open sources like social media and news sites are also good - but be careful, these may come from
unconfirmed or unreliable sources. We recommend checking info with other sources too, like handling
agents in the area.

Finally, talk to other pilots and operators, and be sure to report information you have from operating in or
through airspace.



https://ops.group/blog/spyreport/?spy=32
https://www.faa.gov/air_traffic/publications/us_restrictions/
https://www.faa.gov/air_traffic/publications/us_restrictions/
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Ever been bamboozled when flying into airports you’ve never been to before? You're on your
approach and all looks good - straightforward, easy, no threats - and then, they cut 50nm off your arrival
track and suddenly you're high and fast and this is when your co-pilot (who has been there before) turns
around and says - “Oh yeah, they always do that!”

Or what about that airport where they built a really big hanger in a really silly spot, and you don’t find out
about the wind shear off it until you are there, at 30 feet, battling with it?

Calling All Pilots...

 All pilots who operate into random, challenging or interesting airports.
e All pilots who do not operate into the same airports regularly.

e And all operators, ATC, anyone with a bit of knowledge about an airport for that matter.

Following on from our OpsChat where some of you raised the idea of briefings on specific airports, we
have started to put these together...

What’s the idea?

The idea is a lot of pilots, particularly corporate folk (but this is still for everyone) might not have access
to loads of shared information on specific airports. If you do not fly somewhere regularly, or do not
work for a big airline, then the only information you will have on certain airports is what you can read off
the charts and in the AQOls.

But we all know there are airports out there which have specific challenges you only discover when you
operate in. The useful, practical, operational stuff. The threats, risks and gotchas that you discover
with experience.


https://ops.group/blog/airport-lowdowns/
https://ops.group/dashboard/category/briefings/chats/

Introducing: Operational Lowdowns
Our Operational Lowdowns are our new way of trying to share this information between you all.

If you have experience going into an airport and spotted something unusual, odd, tricky or interesting then
send in that Airport Spy report. Or even drop us an email with a full lowdown about it.

If you are operating into a new airport and want some additional info before you go, then check the airport
on our Airport Spy app - there might already be a Lowdown Briefing in there. If there isn’t, let us know and
we will do some digging and try and put one together for you.

Sharing is caring...
... and it is also safety!

Knowing about specific operational challenges, environmental threats and tricky procedures before you
get there, so you can BRIEF about it and come up with a plan to mitigate any risks, is important.

So we hope you find these useful, and keep getting in touch with info you have to share, and what info
you would like to know.

Take a look at the Operational Lowdown for KTEB if you want to see what we're talking about [J *


https://ops.group/blog/airport-spy-local/
mailto:team@ops.group
https://ops.group/dashboard/airport-spy-home/

+ The Lowdownon: KTEB " oto"ln"' New York

UsA

HOURS: H24 TIMEZONE: UTC-4/-5 SLOTS: NO

RUNWAYS: 01/19 7000FT / 2134M x 46M ILS CATI (19) RNAV
THE BASICS 06/24 6013FT / 1833M x 46M ILS CATI (06) RNAV

FACILITIES: MAJOR MAINTENANCE / HANDLING / FUEL / CUSTOMS

HIGH DENSITY AIRSPACE - SPECIAL RULES APPLY

STRICT NOISE RESTRICTIONS

LOW APPROACH PLATFORM ALTITUDE (1500'/ 1200")

AIRSPACE: UNCONTROLLED TRAFFIC OPERATING IN VICINITY
IF LGA IS USING 13 EXPECT BIG DELAYS

APPROACH: ALTITUDE CONSTRAINTS ON APP/MAPP
OFTEN ASKED TO CIRCLE TO 01/24 & ITS A TRICKY ONE

TAXI: COMPLICATED TAXIWAYS & HOTSPOTS

KLGA/LA GUARDIA  04/22 7001/2134m ILS CAT |
H24 13/31 7003/2135m ILS CAT |
- KEWR/NEWARK DAL/22R 11,000/3353m ILS CAT Il
[ [ H24 DAR/22L 10,000/3048m ILS CAT Il
KJFK/NEW YORK 13R/31L 14,511'/4423m NPA
H24 DAL/22R 12,079'/3682m ILS CAT |
RAIN: 34" APR-OCT STORMS CAN CAUSE BIG DISRUPTION
IMC: ABOUT 12% OF THE TIME
-
o 'WIND NW 12ZKTS DEC-MAY SW BKTS JUN-NOW
TEMPS: HIGHS OF 29°C / LOWS OF 0°C
ATIS: 14.2
AD OPS: #1(201) 277 1775 / (MABT) +1 (201) 353 0399
airportflightcrewbriefing.comfteterboro/
HANDLING:  MERIDIAN #1201 288 5040 / teb@meridian.aero
SIGNATURE #1201393 4041 / teb@signatureflight. com
JET AVIATION #1201 462 4000/ tebfbo@jetaviation.com
AIRSPACE: IT REALLY IS BUSY HERE SO KEEP A GOOD LOOK OUT. ITS UNDER MY
AIRSPACE
NOISE ABATEMENT: THEY ARE SUPER STRICT 3 STRIKES AND YOU'RE OUT. MEW
TH E OTH E R DPERATORS MEED TO REGISTER WITH KTEE OPS TO CONFIRM FEES AMD MABT PROC
ACKNOWLEGDMENT
MAX A/C: A/C LIMITED TO MAX 100,000 LBS



https://ops.group/dashboard/wp-content/groupdocs/loc/KTEB/KTEB-LOWDOWN.pdf

