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This quick reference shows the hotspots for the new GPS Spoofing incidents.

There are only 3 areas where spoofing (fake signal) has been seen. Each aircraft is different, but the key
pilot action is to de-select GPS as a sensor input - before entering these areas, or immediately on
discovering spoofing.

Download the OPSGROUP GPS Spoofing Hotspots - Pilot QRH (14 Nov 2023)
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new GPS Spoofing incidents. There are only 3 areas

where spoofing (fake signal) has been seen. Each

aircraft is different, but the key pilot action is to

de-select GPS as a sensor input - before entering

these areas, or immediately on discovering spoofing.
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Baghdad FIR (Iraq). Hotspot is UM688 Spootes poyin il VausRy srow ORI
RATVO-VAXEN (30+ reports). Also Tehran FIR Em’:ﬁ_ Epmpgng lasts 10-30 minutes

(Iran), Baku FIR (Azerbaijan), Ankara FIR (Turkey). \LIRS fail common. Mostly enroute aircraft

Cairo FIR (Egypt). Hotspots are L560, (" Spocfed position will show LLBG or

esp. near waypoint SERMA, and near CVO :*“Ei,'fl_ﬁef,%??:ﬂ:f;’;f;’mﬁmw

VOR (15+ reports). Also Nicosia FIR (Cyprus). Kfﬁeciing enroute aircraft

Tel Aviv FIR (Israel). Hotspot is Nav fail on arrival/departure. Spoofed
departures from LLBG/Tel Aviv. Also Amman position may show OLBA (Beirub as

FIR (Jordan) - arrivals into QJAM/QJAI. E;;:;;;;g;g-,{fg;:‘;ﬁ;f frackemors
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For further on this topic:

e GPS Spoofing update (Nov 8, 2023)
¢ GPS Spoofing: FAA warning (Sep 28, 2023)
¢ GPS Spoofing: First reports (Sep 26, 2023)


https://ops.group/dashboard/wp-content/uploads/2023/11/GPS-Spoofing-Pilot-QRH-Guide-14NOV23.pdf
https://ops.group/blog/gps-spoofing-update-08nov2023/
https://ops.group/blog/faa-warning-navigation-failures/
https://ops.group/blog/gps-spoof-attacks-irs/

